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PLYNT SECURE APPLICATION CERTIFICATE

The Plynt Certification Program has tested and certified the following application.

Application Name : PFM Application

Application URL : https://www.perfios.com/KuberaVault/login/
Revision date : 24th April, 2018

The above application has been tested and found to meet or exceed the Plynt Certification Criteria.
During testing, the above application has been subjected to logical and technical application
security attacks and found to be resilient. The certification criteria is listed overleaf and the most

current one is published online at https: //www.plynt.com/web-application-certification-criteria/.

The tests were carried out in a test setup and the certificate is applicable for the production URL

only if the production set up is an exact replica of the test setup.

Application Owner : Perfios Software Solutions Pvt. Ltd.
Testing Completed : 25t April, 2018
Certificate Issued  : 26th April, 2018

Binu Thomas
Plynt Program Director

Certificate Validity: The certificate is valid for a period of one year from the issue date or
until a new version of the application is released, whichever date is earlier.
Copyright: Paladion Networks


https://www.perfios.com/KuberaVault/login/
https://www.plynt.com/web-application-certification-criteria/
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The application was tested against the Plynt Certification Standard and the table below shows the overall status

Appendix: Certification Status

of the application against the certification criteria. The status that can be assigned to each criterion is “Meets

Criteria” or “Not Applicable” based on the relevance of the criterion to the application.

Section 1: Security Protection Criteria Section 2: Security Requirements Criteria

#  Criteria Label Status # Criteria Label Status

Meets Criteria 8 Sensitive data not stored on the

1 Safe against popular attacks

Defend against Threat Profile

Meets Criteria

client

Meets Criteria

9 Sensitive data not hidden in pages Meets Criteria

Protect sensitive data in Meets Criteria

transmission 10  No sensitive data in error Meets Criteria
messages

Protect passwords from theft and Meets Criteria

guessing attacks 11  Code obfuscation and Meets Criteria
cryptography for secrets

Secure password recovery N

implementation bR (G TR 12 Re-authentication required for -,
sensitive activities

Secure the hosting server directly Meets Criteria

i 13 No sensitive data in requests to o

accessible by the users < q Meets Criteria
external entities

Secure application's interaction Meets Criteri

with web client components eets Lriteria 14  No sample or test applications Meets Criteria

Disclaimer

This Certificate does not certify that the concerned Client Product is completely secure or free from all security
vulnerabilities. The Certificate evidences that such Client Product has passed globally recognized security checks,
which have been applied by Plynt during the test.




